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Abstract— This paper introduces a new method of applying
the image steganography concept for image encryption. Using the
PLIP (Parameterized Logarithmic Image Processing) addition [1]
to embed the scrambled original image into a selected cover
image, the new algorithm generates an encrypted image.
Computer simulation and security analysis are given to show that
the algorithm has a very large key space and can withstand
several common attacks.
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L

Ubiquitous Network technologies and advances in cloud
computing provide a large amount of opportunities for
individuals and organizations to share, transmit, and store
images and videos. Providing security for these images and
videos is an important and urgent issue. Many applications
require robust security methods. Examples includes preserving
privacy for images/videos in social networks and medical
images for clinical applications, enforcing copyright protection
for design graphs, images and videos for commercial purposes,
and providing security for personal identification and video
monitoring in homeland security applications. Image
encryption is an effective method to protect images and videos
by transforming them into an unrecognized format such that
unauthorized users have difficulty decoding the encrypted
objects [2].

INTRODUCTION

Cryptography studies mathematical techniques related to
different aspects of information security such as data
confidentiality, integrity, and entity authentication [3]. Many
encryption schemes based on the principles of cryptography
apply different techniques to the original images in either the
transform domain [4, 5] or the spatial domain [6, 7] in order to
change their pixel/block locations, their pixel values, or both.
To withstand some advanced cryptanalysis attacks such as
plaintext attacks, these encryption methods try to generate the
encrypted images that visually look like noise images with a
uniform or Guassian histogram distribution. However, they
may have high computation cost. An image with the noise-like
feature is an obvious sign indicating that it is an encrypted
image.

On the other hand, Steganography is the art and science of
hiding information in ways that prevent the detection of hidden
messages [8]. Image steganography embeds the original
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information into a cover image. Bloisi and Iocchi introduced an
system performing both cryptography and steganography
simultaneously in the frequency domain [9]. In order to hide
the secret message into the cover image, the system modifies
the DCT (Discrete Cosine Transform) coefficients of the cover
image by comparing with a key image, DCT coefficients and
secret message bits. However, the system algorithm is
complicated and may have high computation cost.

The parameterized logarithmic image processing (PLIP)
model is a mathematical framework based on set of precise
operations that can be applied to the processing of intensity
images valued in a bounded range. The PLIP model has been
proved to be physically justified in the setting of transmitted
light and to be consistent with several laws and characteristics
of the human visual system. The PLIP model has been used in
many applications of image processing such as image
enhancement, restoration, fusion and segmentation [1].

In this paper, we extend the PLIP application to image
encryption and introduce a novel method to apply the concept
of image steganography for image encryption. It first scrambles
image pixel locations. Using a simple PLIP addition, the
scrambled image is then embedded into a cover image to obtain
the encrypted image. Instead of obtaining a noise-like
encrypted image, its encrypted image is visually in presence of
the same as the cover image, even if their histograms are slight
different. As a result, the original image is fully encrypted by
concealing into the cover image.

The rest of this paper is organized as follows. Section II
reviews the PLIP model operations. The 2D cat map and its
transforms are also presented to be used for the new image
encryption method proposed in Section III. To show the new
algorithm’s encryption performance, Section IV provides
several simulation results and Section V analyzes its security
issues. A conclusion is drawn in Section VI.

IL

This section reviews the operations of the Parameterized
Logarithmic Image Processing (PLIP) model. The 2D cat map
and its transforms are also presented. They will be used for the
proposed new image encryption algorithm.

A. The PLIP model

The PLIP operations based on a parameterized grey tone
function g(i, j) are listed on Table I [1]. f(i, /) is the original
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image intensity. g(i, /), g, &,, and g are the gray tone functions.
c and B (c, B > 0) are real constants. Parameters p,y.k, and A are
constants or functions of the maximum value of an image.
®,0,8, and * are the PLIP addition, subtraction, scalar
multiplication, and image multiplication, respectively.

TABLE L. THE PLIP OPERATIONS
PLIP Operations Definition
Gray tone g, )=u—fGJ))
Addition g ®g, =g +g, -8
V4
Subtraction 2,0g, = i3
k-g,
Scalar Multiplication ®g=y- 7[1 _EJ
Y

g6 =0 (p(z)0(2:))

(}(g)=—/11nﬁ[1—§)

9 (g)= /{1 —eXp(—i)q

This paper will use the PLIP addition and subtraction for
image encryption.

Image Multiplication

When y =k , we can easily obtain:

g1ég2€)g2 =& (D
Since,
g8 k
o (g1+g2_17/2j_g2 %(7—&)
®g,0¢g, =k =
&£,%vg,9g, k—g, k—g,

For y =k ,then g ®g,0g, = g,.

This property is very important for the proposed image
encryption algorithm. It will be use for reconstructing the
original images.

Other properties of the PLIP model have been proven in
[1]. For example, when p=y=k=M , the equations (2) and
(3) become the addition and subtraction of the traditional
logarithmic image processing (LIP) model [10], respectively.
When y and k approach infinity, the PLIP addition and

subtraction will be linear arithmetic addition and subtraction,
respectively.

B. The 2D cat map and its transforms
The 2D cat map is a chaotic map defined as [11].

=(A4| ~ PmodN =( Ymod N (2)
Va1 Y b ab+1 Y

where a,b are positive integers, det(4) =1.

The proposed image encryption algorithm will use the 2D
cat map to change image pixel locations. For this purpose, we
define a cat map transform,

x' B 1 a X AN 3
y' _(b ab+1 y)mo ®)

where (x, y) is the image pixel location of an N x N image.
a,b are positive integers, (x',y") is the new pixel location,
xy,x,y'=12,..N.

The cat map transform above can efficiently scramble the
2D images. The user can choose the number of iterations for
applying the cat map transform to the image in order to achieve
a higher level of security. The parameters a,b and iteration
times n can act as security keys for the image scrambling
process.

To reconstruct the original image, we cannot directly use
the cat mp transform due to the mod operation. Therefore, we
introduce two coefficient matrices: the row coefficient matrix
and the column coefficient matrix [12].

The row coefficient matrix of the cat map transform
T.(N,N) can be generated as

zmﬂ=€ (%) 4

0 otherwise
where x,j=12,..,N .

The column coefficient matrix of the cat map transform
T.(N,N)can be generated as

1 !
2@w={ 0>) s)

0 otherwise
where i,y =12,...,N .

These two coefficient matrices will change with the
combinations of parameters «,b and iteration times n . An
example is shown in Table II.

TABLE II. COEFFICIENT MATRICES OF THE CAT MAP TRANSFORM FOR
AN 8x8 IMAGE

(a.b.n) T, T,
00010000 000O0T1O0O0O!71
000O0O0O0OTO 001 00O0O0TO0
01 00O0O0O0O 000O0O0OT1TUO0TO0

(3,5’10) 000O0T1O00O00 0 10000000
0000O0O0TO 01 00010000
00100000 0 00000O0O0T10O0
0000O0T1O0O0 01 0000O0O0O 0
1 0000000 00001000

To reconstruct the original image, an inverse cat map
transform is needed.

Let S be the scrambled image, 7.',7."' be the inverse

r

matrices of the row and column coefficient matrices defined in
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equation (4) and (5) respectively. The following transformation
is called the inverse cat map transform:

R=T'sT ©)

where R is the reconstructed image.

I1I.

Inspired from image steganography that conceals data into a
host image, this section introduces a new method of image
encryption. Its underlying foundation is to scramble the
original image in order to change image pixel locations, and to
embed the scrambled result into a cover image in order to hide
image data. The cover image has the same size as the original
image.

IMAGE ENCRYPTION ALGORITHM

In this manner, the unauthorized users can only recognize
the cover image with no information about the original image.
The original image is fully encrypted and protected.

Based on this idea, we introduce a new image encryption
algorithm called the PLIPaddEncrypt algorithm as shown in
Figure 1.

Original Scrambling Scrambled
Image Algorithm Image
Cover PLIP Encrypted
Image Addition Image

Figure 1. The new PLIPaddEncrypt algorithm.

The PLIPaddEncrypt algorithm contains two simple
processes. Using any image scrambling algorithm, the
PLIPaddEncrypt algorithm first scrambles the original image to
change the image pixel locations. This step increases
unauthorized user’s difficulty to break the images. Therefore it
enhances the algorithm’s security.

Making use of the PLIP addition, the PLIPaddEncrypt
algorithm embeds the scrambled original image into a cover
image to obtain the final encrypted image. When the PLIP’s
parameters change, the encrypted images will be different.
Therefore, the security keys of the PLIPaddEncrypt algorithm
consist of the cover image, the PLIP’s parameters and the
security keys of the image scrambling algorithm.

The cover image is part of the security keys of the
PLIPaddEncrypt algorithm. To ensure the unauthorized users’
difficulty disclosing the original image, the cover image should
be selected from non-public or/and newly generated images.

To demonstrate the PLIPaddEncrypt algorithm, this paper
selects the cat map transform as an example of the image
scrambling algorithms. In this case, the security keys of the
PLIPaddEncrypt algorithm consist of the cover image, the
parameters of the PLIP addition (# and y ), and the parameters
of the cat map transform ( a,b and iteration times n ). Users
have flexibility to choose any another scrambling algorithm.

To reconstruct the original image, the authorized users
should be provided all security keys. The cover image is first
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subtracted from the encrypted image by using the PLIP
subtraction with y =k . By using the inverse cat map transform
with correct security keys, the image is then unscrambled to
reconstruct the original image.

IV. SIMULATION RESULTS

The proposed PLIPaddEncrypt algorithm has been
successfully applied to more than 30 images. To show its
encryption performance, Figures 2 and 3 provide two
encryption examples.
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Figure 2.

Image encryption, a =3,b=5,n=15, 1=801,k =y =800 . First
row: The original image and its histogram; Second row: The cover image and
its histogram; Third row: Encrypted image and its histogram; Fourth row: The
reconstructed image and its histogram.
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Figure 3. Image encryption, a =3,b=5,n=15, =700,k = y =800 .First row:

The original image and its histogram; Second row: The cover image and its
histogram; Third row: Encrypted image and its histogram; Fourth row: The
reconstructed image and its histogram.

The original image in Figure 2 is a chessplayer. A satellite
urban image is selected as the cover image. The parameters for
the 2D cat map are a=3,b=5 and iteration times n=15 .
Parameters for the PLIP model are x=801,k=y =800 . The
encrypted image visually looks the same as the cover image
even if their histograms are obviously different. The original
image is successfully concealed into the cover image. The
scrambling algorithm is used to change image pixel locations
increasing the hacker’s difficulty to break the protected image.
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Using the correct cover image and security keys, the
original images is completely reconstructed as shown in the last
row of Figures 2. Similar results are also shown in Figure 3.

The scrambled images visually look like noise or textile
images. To obtain a better encryption result, the cover images
should have the detailed or/and darksome background so that
they are not sensitive to the noise effect.

V.

In this section, we discuss several security issues of the
PLIPaddEncrypt algorithm such as security key space, key
sensitivity and several attacks.

SECURITY ANALYSIS

A.  Security Key Space and Brute Force Attack

The security keys of the PLIPaddEncrypt algorithm are the
cover image, parameters of the PLIP model, and security keys
of the scrambling algorithm. The users have flexibility to select
any scrambling algorithm to change image pixel locations.
Therefore, there are a very large number of possible choices for
the type of the scrambling algorithm and its security keys.

The users can utilize any image as a cover image, which has
the same size as the original image. This further enlarges the
security key space of the PLIPaddEncrypt algorithm. Including
the possible choices of the PLIP’s parameters, the algorithm’s
security key space is sufficiently large.

The brute force attack is an attack model which tries to
guess the security keys of the encryption algorithm by
exhaustively searching all the possible combinations of security
keys. The PLIPaddEncrypt algorithm can overcome the brute
force attack due to its adequately large key space.

B.  Key Sensitivity

The correct combination of the security keys is very
important for the PLIPaddEncrypt algorithm.

Figure 4 provides an example of image reconstruction. In
this case, we assume the unauthorized user obtains the cover
image and tries to break the original image without knowledge
of other security keys. Figure 4 (d) shows that the original
image can be completely reconstructed only when the correct
security keys are being utilized. Otherwise, the reconstructed
images are unrecognizable even if we only change one of the
security keys. This is shown in Figure 4(e) and (f),
demonstrating that the PLIPaddEncrypt algorithm is highly
sensitive with the key change. This property is another
advantage of the PLIPaddEncrypt algorithm.

C. Plaintext Attacks

Since the cover image is the part of the security keys for the
PLIPaddEncrypt algorithm and is selected from a new or non-
public image. This increases the attacker’s difficulty obtaining
the correct cover image to break the original image.

The PLIP addition is a parametric fusion process. It
conceals the original image data into the cover image. This
further increases the attacker’s difficulty to disclose the original
image using plaintext attacks, achieving a higher level of
security. Therefore, the PLIPaddEncrypt algorithm is able to
withstand the plaintext attacks.
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Image reconstruction using different & values. (a) Original image

Figure 4.
and its histogram; (b) Cover image and its histogram; (c) Encrypted image and
its histogram, a =3,b=5,n=15, =530,y =550 ; (d) Reconstructed image and

its histogram, & =550 ; (¢) Reconstructed image and its histogram, k =700 ;
(f) Reconstructed image and its histogram, & =500 .

VL

In this paper, we have introduced a new method of utilizing
the concept of image steganography for image encryption,
namely encrypting the original image by concealing it into a
cover image using a specific encryption process. As an
example of this new idea, we have introduced an image
encryption algorithm called the PLIPaddEncrypt algorithm. To
embed the original image into the cover image, it fuses the

CONSLUSION
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scrambled original image with the cover image using the PLIP
addition via specific parameters. This also shows a new
application of the PLIP model for image encryption.

Simulation results have demonstrated the encryption
performance of the PLIPaddEncrypt algorithm. The security
analysis has shown that the algorithm have sufficiently large
key space and can withstand several common attacks. The
algorithm has the potential for applications in privacy and
copyright protection.
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